
  

  
Abstract—In this paper, we propose multimodal artifact 

metrics, which are based on multimodal identification metrics 
in biometrics. These metrics should verify an artifact’s 
authenticity with high accuracy using more than two 
characteristic types of information with different physical 
characteristics that are extracted from the artifact. In this 
technique, the counterfeiting of copied products is more 
difficult, even for the manufacturers who are producing the 
genuine products. In order to explore the feasibility of this idea, 
we present the results of two experiments: One is the creation of 
samples made of conductive polymer and filler with optical 
characteristics. The other one extracts two types of 
characteristic information from each sample. The extracted 
information (resistance and IR image) was different for each 
specimen, as we anticipated.  
 

Index Terms—Artifact metrics, characteristic information, 
multimodal, verification of authenticity. 
 

I. INTRODUCTION 

A. Background and Target of Our Study  
Although the use of artifact metrics is a technique for 

verifying the authenticity of the artifacts produced daily by 
manufacturers, its concept is the same as that of biometrics. 
In artifact metrics, authenticity is verified using characteristic 
information extracted from an individual artifact. Similarly, 
biometrics identifies a person using bio-information 
extracted from an individual.   

The word “artifact metrics” derives from the word 
“biometrics.” In biometrics, single modal techniques 
(methods that use a single type of bio-information to identify 
individuals) have been prevalent so far; however, multimodal 
techniques (methods that use multiple types of 
bio-information to identify individuals) have become 
common in recent years in order to identify a person with 
high accuracy and strengthen the robustness of the technique 
to impersonation attacks. In fact, a technical report on 
multimodal identification systems was published by ISO [1], 
and in India, faces, fingerprints, and iris information are used 
to identify individuals in the national identification number 
project [2]. 

Nowadays, a massive number of copied products that 
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mimic genuine ones have been distributed. Hence, 
techniques for verifying the authenticity of artifacts with high 
accuracy and making counterfeiting more difficult are 
becoming increasingly necessary in manufacturing industries. 
Therefore, in this paper, we propose a technique that uses 
“multimodal artifact metrics,” which are based on 
multimodal biometrics. This technique gives artifacts 
multiple types of characteristic information with different 
physical characteristics and can verify the authenticity of 
each artifact using this information. 

This paper describes the following contents: In Section II, 
we describe our technique’s concept, prerequisites, and the 
artifacts targeted in this paper. In Section III, we introduce 
the way of producing artifacts using our technique, extraction 
of characteristic information, and the method of verifying 
authenticity of each artifact. In Section IV, we explain our 
experiments of verifying the effectiveness of our method and 
show its results. Authors describe the considerations for 
practical use in Section V and conclude this paper in Section 
VI. 

 
TABLE I: PHYSICAL FEATURES AND EXTRACTED CHARACTERISTICS 

INFORMATION 
Physical 

characteristics Extracted feature information 

Optical 
characteristics 

Particles’ optical characteristics (reflection, 
transmission, infraction, and fluorescence) and their 
degree of distribution reflect the characteristic 
information, which is extracted by sensors that can 
detect light intensity  

Magnetic 
characteristics 

Particles’ magnetic characteristics (attraction and 
repulsive force) and their degree of distribution reflect 
the characteristic information, which is extracted by 
sensors that can detect a change in magnetism.  

Electrical 
characteristics 

Particles’ electric characteristics (electrical charge) 
and the degree of distribution reflect the characteristic 
information, which is extracted by sensors that can 
detect the quantity of electric charge. 

Vibration 
characteristics 

Particles’ vibration characteristics (sonic waves) and 
the degree of distribution reflect the characteristic 
information, which is extracted by sensors that can 
detect sonic waves.  

 

B. Overview of Artifact Metrics 
In this section, we describe how characteristic information 

extracted from artifacts is used in artifact metrics. In artifact 
metrics, an artifact’s unique characteristic information is 
extracted using sensing devices. This information is 
embedded in the artifact using the simple methods of adding 
materials (fillers) with one physical characteristic during the 
manufacturing process. The particles of the added fillers are 
distributed randomly and non-uniformly and fixed in the 
artifact. Their degree of distribution reflects the characteristic 
information. Table I shows the physical characteristics of 
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fillers added in the manufacturing process and the 
characteristic information extracted from them. 
 

 
Fig. 1. Artifact metrics system. 

 
Fig. 1 shows an overview of the proposed system that uses 

the artifact metrics. In this system, characteristic information 
is extracted from each artifact before it is shipped and the 
information is stored in a secure database. To verify the 
authenticity of an artifact, the system extracts the 
characteristic information from it and compares this 
information with the registered feature information from the 
secure database. These processes are almost the same as 
those of biometrics. 

C. Related Studies 
In this section, authors introduce related studies in order to 

clarify our study’s position. Characteristic information 
extracted from artifacts can be changed depending on the 
environmental circumstances during extraction (such as 
temperature, humidity, and position of the artifacts relative to 
the sensing devices). However, even in such situations, the 
artifact metric system should be able to verify authenticity 
stably and correctly based on the strong correlation between 
the characteristic information registered in the database and 
the information features extracted during verification. 

There is an approach to increase the types of characteristic 
information in order to find strong correlations between both 
information types. A method was proposed to extract two 
characteristic information from a filler with one physical 
feature [3]. In this method, a filler with an optical feature 
(glass phosphor powder) is mixed with paint and glaze and 
adhered onto the surface of porcelain in order to bond the 
particles of the filler onto the ceramics during the firing 
process. There is a difference between the density of 
light-emitting ions and the particle diameters that depends on 
the observation points. The method proposed in [3] utilizes 
the difference between the distributions of the light-emitting 
spectrum and light-emitting intensity that is caused by this 
difference and uses these two distributions as characteristic 
information. 

 

II. MULIMODAL ARTIFACT METRICS 

A. Concept 
The idea for the technique proposed in this paper 

(multimodal artifact metrics) is based on multimodal 
identification in biometrics. However, unlike [3], as 
described in Section I.C, this technique gives an artifact two 
or more physical characteristics and extracts two or more 
types of characteristic information from them. 

The main difference between our method and that of [3] 
(i.e., the advantage of our method) is that it is able to increase 
the types of characteristic information that can be extracted 
from the artifact. This is because the previous study gives the 
artifact only one physical characteristic so that clearly fewer 
types of characteristic information can be extracted from the 
artifact, whereas our method gives the artifact two or more 
physical features. 

Our method has two contributions to artifact metrics 
technology. One is the ability to verify the authenticity stably 
and correctly (as we mentioned in the previous section), as 
our method can find a strong correlation between the 
characteristic information registered in a database and the 
feature information extracted from the artifact by increasing 
the types of characteristic information contained in artifact. 
Another one is to heighten the difficulty of counterfeiting for 
forgers, as the number of characteristic information 
contained in genuine products is increased. 

B. Targeted Artifact (Application to Synthetic Resin 
Products) 
Although we are still investigating artifacts that are 

appropriate for multimodal metrics, we focus here on 
artifacts made from synthetic resin as one application in order 
to verify the applicability of our method. 

We have two reasons for focusing on this type of artifact. 
One is that such artifacts are common in our daily life. In 
general, synthetic resin is easy to form and resists acid and 
alkaline corrosion. Furthermore, it is used to add features and 
characteristics to products in order to make them fit for use. 
Although it has the reputation of being non-conductive, 
flammable, and non-biodegradable, new types of synthetic 
resin with electro-conductive, flame-retardant, and 
biodegradable features have been developed. It can also be 
recycled. 

 
TABLE II: CATEGORIZATION OF SYNTHETIC RESIN PRODUCTS 

Type 1 

Definition:  
The majority of the artifact is formed of synthetic resin.  
Usage 1:  
Credit cards [4], Cash cards [5], SIM cards, etc. 
Usage 2:  
Prepaid cards [6], loyalty cards, etc.  
Usage 3:  
Exterior finish of home appliances, hardware token 
(One-time password generator, etc.)  
Material:  
PVC is used for Usage 1, PET is used for Usage 2, and ABS 
is used for Usage 3.  

Type 2 

Definition:  
The surface of the artifact is coated or painted by synthetic 
resin.  
Usage 1:  
Products made of ABS or polycarbonate without a baked 
finish (e.g., wrist watches [7] and spectacle frames for 
eyeglasses). This finish requires more than 150°C.  
Usage 2:  
Products made of aluminum or brass without a baked finish 
(e.g., cast aluminum wheels [8]).  
Material:  
Acrylate resin, urethane resin, fluorine resin, or epoxy resin 
is used for coating or painting in both usages.  

 
Another reason is the existence of copied synthetic resin 

products. Table II categorizes synthetic resin products. 
Products for which the existence of copied products have 
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been confirmed are underlined and the reference given. (In 
Table II, products are categorized into two groups, and the 
definition, purpose of use, and specific name of the synthetic 
resin are indicated.) 

Thus far, the existence of copied products such as bank 
cards, watches, and automobile parts have been confirmed. 
We predict that security devices such as SIM cards and 
hardware tokens will be copied in the near future. 

C. Requirements 
We propose a basic method by preparing two or more 

fillers and adding them to artifact during manufacturing, 
where each filler has one physical characteristic, to easily to 
give an artifact two or more physical characteristics. The 
advantage of this method is its simplicity when it comes to 
adding filler into the artifact. However, as shown in Fig. 2, 
several drawbacks such as the decrease in moldability, 
decline in strength, and increase in monetary cost of fillers 
should be considered [9] if the amount of fillers are increased. 
Although the recommended amount of filler is not clearly 
indicated in [9], it is desirable to add as little filler into an 
artifact as possible from the viewpoint of moldability, 
strength, and economic cost. As described in Section II.B, 
there are two types of resin (conductive and non-conductive 
synthetic resin). In either case, we conclude that we should 
not add N or more types of fillers in order to give N or more 
physical characteristics to an artifact. This means that a 
technique is needed that can give N or more physical 
characteristics to an artifact while reducing the number of 
fillers. 

 

 
Fig. 2. Relationship between the number of filler and the strength, 

formability, and monetary cost. 
 
Next, the synthetic resin and filler added are required to 

have a low risk of irritating human skin, as users often come 
into contact with synthetic resin products, as shown in Table 
II. Hence, in this paper, we define two properties, as shown 
below:  

Requirement 1: Although more than N or more physical 
characteristics can be added to synthetic resin, the number of 
fillers should be kept low.  

Requirement 2: Synthetic resin and the filler added should 
not be a human skin irritant. 

D. Preconditions 
We set the prerequisites shown below in order to clarify 

our discussion.  
Condition 1: As described in Section II.B, 

electro-conductive and non-conductive types of resin exist. 
In this study, as a first step, we focus on the former type and 
verify the applicability of multimodal artifact metrics on it. In 
concrete terms, we use a conductive polymer, as it is easy to 

handle, obtain, and is not a human skin irritant (fulfilling 
Requirement 2). In the near future, we plan to verify the 
applicability of the proposed technique on non-conductive 
resin 

Condition 2: In multimodal artifact metrics, we give two or 
more physical characteristics to each artifact and extract two 
or more types of characteristic information from it. In this 
paper, as a first step, we give two physical characteristics to 
samples made of conductive polymer and extract two 
information features from them.  

Condition 3: The goal of this paper is to determine whether 
we can apply multimodal artifact metrics to samples made of 
synthetic resin (conductive polymer). Hence, the 
implementation of multimodal artifact metrics (the 
construction of an artifact metric system and its evaluation) is 
not within the scope of this paper. 

 

III. APPROACH (APPLICATION TO CONDUCTIVE POLYMER)  
In this section, we describe the method to give two 

physical characteristics to samples made of conductive 
polymer and the way to extract two feature information from 
them.  

A. Overview of Conductive Polymer  
Conductive polymer is a type of synthetic resin with low 

electrical resistance. It is more flexible than ITO (Indium Tin 
Oxide), is used to form transparent electrodes, and has a high 
transparency (a thin film made of this polymer does not 
seriously degrade the base material’s transparency). For this 
reason, it is used to form transparent electrodes as an 
alternative to ITO and as a flexible and transparent paint to 
prevent charging on an optical film.  

Non-conductive synthetic resins such as PVC, PET, and 
ABS are used to make artifacts with various 
three-dimensional shapes. In contrast, conductive polymer is 
formed on the surface of an artifact as a thin film to give the 
artifact conductivity or as electric wiring for transmitting 
electrical signals or power. 

B. Making Samples and Forming Information Features 
Conductive polymer allows electrical current to flow 

easily and is mainly formed as a thin film. Hence, we 
attempted to make thin film samples onto a base material and 
added two physical characteristics to them. This polymer 
already has an electrical characteristic (low resistance), so we 
should consider how to add another characteristic to the 
samples and a method to embed the information features in 
each sample while taking advantage of the electrical feature 
of the resin (i.e., how to generate two types of information 
non-uniformly and randomly). 

In the approach in this study, we employed a 
non-conductive powder with an optical characteristic (with a 
grain size of several micrometers) as filler and propose a 
method to form a thin film onto the base material using the 
mixture of conductive polymer and a small amount of filler. 
In this way, the connection between the particles of this 
polymer is variable because they are spread randomly and 
non-uniformly when the thin film is formed. Hence, we can 
extract electrical resistance as an information feature because 
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it is reflected by the above connection (see Fig. 3). In addition, 
the reflection, transmission, and inflection of the light caused 
by filler particles and degree of filler powder dispersion are 
non-uniformly generated in the thin film. Hence, they can be 
observed from the intensity of light passing through the film 
and extracted as an information feature by taking an image of 
it using a camera. Specifically, one type of filler is added so 
that we can embed two types of characteristic information 
while reducing the amount and types of filler used. 

 

 
Fig. 3. Image of the density of bonded molecules. 

 

 
Fig. 4. Sample construction. 

 
Among the two information features obtained using the 

above approach, images can be obtained without contact; 
however, in order to obtain electrical resistance, probes 
should be touched to the samples. As the thin film formed 
onto the base material is soft, there is a risk of 
breaking/damaging the film by probes while measuring 
resistance. For this reason, we cover both ends of the thin 
film with silver paste (room-temperature curable type), as 
shown in Fig. 4 to form electrodes for contact with the probes 
in order to avoid breaking or damaging the film. 

C. Materials for Making Samples 
As described in previous section, we used conductive 

polymer (see Fig. 5, left) and a non-conductor with optical 
characteristics to make the samples. We used glass phosphor 
that we generated for the latter material (see Fig. 5, right). We 
selected this polymer as the conductive synthetic resin not 
only because of its characteristic of allowing electrical 
current to flow easily. For this conductive polymer, the 
surface resistivity of the thin film (or its visible light 
transmittance) can be adjusted by changing its thickness. 
Hence, the density of the filler particle in the thin film affects 
its electric resistance. In general, in each sample, areas of 
sparse filler particles (dense polymer particles) and areas of 
dense filler particles (sparse polymer particles) are 
spontaneously generated so that they can be extracted as 
information features (or specific electrical resistances). 

Furthermore, we have other reasons for selecting a 
conductive polymer: the surface resistivity of the thin film 
formed onto the base material does not change when a 
physical force is applied (flexion) and the conductivity is less 
likely to be changed by temperature [10]. This is because 

synthetic resin products are often subjected to physical force 
and exposed to wide range of temperatures. (In fact, 
conductive polymer is used as the material for electrolytic 
capacitors in order to gain stable equivalent series resistance 
(ESR) and impedance over a wide range of temperatures.) 

Glass phosphor was selected for its features such as 
nonconductivity, low risk of irritating human skin, and infra- 
red light emission under optical excitement [3]. (1) Infrared 
light emission from filler particles; (2) reflection, 
transmission, and inflection of infrared light; and (3) density 
of particles can be expressed as the intensity of infrared light, 
so infrared light images can be used to extract the information 
features.  

 

   
Fig. 5. Conductive polymer (left) and glass phosphor (right). 

 

 
Fig. 6. Obtaining infrared images. 

 
Currently, glass phosphor cannot be produced on a large 

scale. Hence, in our experiments described in Section IV, we 
tried to find the appropriate amount of glass phosphor for 
adding to the polymer by conducting elementary tests with 
commercial phosphor. It has similar features as it emits a 
green light under optical excitation. In the later experiments, 
we used samples made from glass phosphor. 

D. Extraction of Information Features  
In this section, we describe how to extract characteristic 

information from samples. The conductive polymer we use 
has a surface resistivity (sheet resistance) of approximately 
100 Ω/square with 86% visible light transmittance and 
approximately 700 Ω/square with 92% visible light 
transmittance. Although it is conductive, it does not need to 
have extra low surface resistivity (the samples’ resistance 
will increase as filler is added to the conductive polymer). 
Hence, we adopted two-terminal measurement method for 
our samples instead of the four-terminal sensing method that 
is used for specimens with extremely low resistance. We 
fixed the distance between the terminals (electrodes) when 
measuring the resistance of the samples and confirmed the 
difference in resistance for each sample. 

Next, we describe the collection of the infrared images. As 
shown in Fig. 6, an infrared camera faces the sample and we 
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irradiate light onto the surface of the sample. As the particles 
of glass phosphor emit infrared light by optical excitation, we 
capture the scene with the infrared camera. We then confirm 
the difference of each image taken of the samples. 

E. Verification of Authenticity 
Similar to other techniques proposed for artifact metrics so 

far, authenticity verification is done by calculating the degree 
of similarity between the information features registered in a 
secure database beforehand and those extracted during 
verification. When the value exceeds a threshold level, the 
objects are seemed to be genuine products. 

As described in Section II.D, the implementation of 
multimodal artifact metrics is out of the scope of this paper 
because this paper aims to give two physical characteristics to 
samples made of conductive polymer and extract two 
different information features from the samples. Hence, in 
this paper, we refrain from describing how to set the 
threshold level for calculating the degree of similarity. 
However, if we implement our technique, we should 
carefully calculate the degree of similarity in order to avoid 
incorrectly determining genuine products as copied products 
and vice versa [3]. 

 

IV. EXPERIMENTS 

A. Appropriate Amount of Filler  
In order to determine the appropriate amount of glass 

phosphor, we verified whether the thin film was successfully 
formed onto the surface of the base material using a mixture 
of conductive polymer and commercial phosphor powder. 
We made four mixtures (conductive polymer combined with 
5%, 10%, 20%, and 40% glass phosphor powder by weight 
and attempted to form a thin film onto the surface of a clear 
base material. In this experiment, a thin blue film was formed 
from the 5% and 10% mixtures, but the other mixtures could 
not form a thin film and the existence of the phosphor powder 
was clearly visible (see Fig. 7). We believe that the number of 
conductive polymer particles needed to form the thin film 
was decreased because of the existence of a large number of 
phosphor particles. 

 

   
Fig. 7. Formed thin films (left: 5%, right: 20%). 

 
Next, we cut the base material with the thin film (made of 

5% and 10% commercial phosphor mixture) into strips 1 cm 
wide and painted silver paste onto both the edge of thin film 
in order to form terminals (electrodes). The area between the 
two terminals was about 1cm square. We made 20 samples 
from each thin film (a total of 40 samples). Fig. 8 shows 
samples from each density. As commercial phosphor emits 
light under optical excitation similarly to glass phosphor and 

the particles are distributed randomly in each sample, it is 
obvious that we can obtain different images from each 
sample based on the results of [3]. Thus, we measured the 
resistance of each sample in order to verify our hypothesis 
using the following method (as shown in Fig. 9).  

 

 
Fig. 8. Samples with commercial phosphor (left: 5%, right: 10%). 

 

 
Fig. 9. Resistance measurement. 

 

 
Fig. 10. Sample resistances (5% glass phosphor by weight). 

 

 
Fig. 11. Sample resistances (10% glass phosphor by weight). 

 
1) We touched the left probe to the reference point (center 

of the terminal).  
2) We touched the right probe to the reference point (0 mm), 

points A & B (± 2 mm from the reference point), and 
points C & D (± 4 mm from the reference point) and 
measured the resistance at each point. 

Figs. 10 and 11 show the resistance of each sample. The 
vertical axis indicates the resistance, the horizontal axis 
indicates the distance from the reference point (0 mm), and 
the colored lines indicate the resistance of each sample. We 
find that the samples’ resistances are clearly different and 
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higher phosphor density leads to higher resistance. Hence, 
we determined that 5% glass phosphor should be added to the 
conductive polymer. In the rest of our paper, we describe the 
measurement of the resistance and camera imaging of the 
infrared images for samples made up of conductive resin with 
5% glass phosphor. 

B. Extraction of Information Features (Resistance) 
Example sample images made of conductive polymer and 

5% glass phosphor shown in Fig. 12 (we focused on areas the 
indicated by the yellow rectangles for the IR images). We 
made 14 samples using the method described in the previous 
section. Fig. 13 shows the resistance of the samples.  

Obviously, each sample has a different resistance. 
 

 
Fig. 12. Image of 4 samples (5% glass phosphor). 

 

 
Fig. 13. Resistance of samples (5% glass phosphor). 

 

 
Fig. 14. Sample’s infrared images. 

 

 
 

We took infrared light images from each sample using the 
method shown in Fig. 6. In order to avoid disturbance by 
ambient light, we used a dark box and set the equipment 

(light source, camera, and sample) into it. We irradiated the 
sample with light with a peak wavelength of 980 nm to excite 
the glass phosphor particles existing in the thin film and took 
photos of the film. 

Infrared images of the samples shown in Fig. 12 are shown 
in Fig. 14. Although the emission intensity is weak, the 
luminescence of the phosphor particles can be observed as 
whitish spots. There is a relationship between the density of 
the glass phosphor particles and the intensity of infrared light 
emission. Hence, the infrared light image can be used as an 
information feature. In the future, we will create a method to 
capture the luminescence from the particles more sharply.  
 

V. CONSIDERATIONS  
In this section, we consider a way of making samples, 

difficulty of counterfeiting of feature information, and the 
possibility of non-contact measurement of electrical 
resistance. We also discuss a method to implement thin film 
to each synthetic resin product for identification. 

A. Satisfaction of the Properties  
In this section, we describe how our method satisfies the 

properties given in Section II.C First, we consider 
Requirement 1. In order to embed two physical 
characteristics in synthetic resin, we proposed a method to 
add a small amount of a nonconductor with optical 
characteristics (glass phosphor) into synthetic resin with 
electrical characteristics (conductive polymer). Substantially, 
one type of filler was added so that we could obtain two types 
of characteristic information while reducing the amount and 
types of filler used. In our experiments, we obtained two 
information features generated from two types of physical 
characteristics, even for the samples that had only 5% glass 
phosphor powder. Hence, our method satisfies Requirement 
1 as it can reduce the amount of filler that needs to be added. 

Next, we consider Requirement 2. In our experiments, a 
conductive polymer was used as the synthetic resin and glass 
phosphor was used as the filler. Conductive polymer does not 
have any toxic elements and uses safe solvents such as water 
and ethanol. Moreover, glass phosphor is not harmful, as it is 
a stable oxide. (One example of a stable oxide is lead oxide. 
Although lead is toxic, lead oxide is not poisonous. Hence, it 
is used as a material for making fine glass tableware). Hence, 
the synthetic resin and filler used in our method do not pose 
any risks to human skin, and we can say that our method 
satisfies Requirement 2. 

B. Difficulty of Counterfeiting Information Features  
In this section, we explain how difficult it would be to 

counterfeit two information features. First, we consider the 
electric resistance. As shown in Fig. 13, the extracted 
resistance from each sample is different. The reason for this 
difference is the scattering the nonconductor particles (glass 
phosphor) non-uniformly and randomly in each sample 
(hence, the density of filler is different in each sample). It is 
easy to counterfeit or reproduce the resistance between two 
reference points only if counterfeiters use a way of making 
fixed resistors (e.g., As shown in Fig. 15, making artifact 
with a ceramic bar wrapped by a metal/carbon thin film and 
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digging a ditch on the film spirally until the target resistance 
value is obtained). However, counterfeiters also have to 
accomplish the following tasks if they wish to make a copy of 
the samples made in Section IV: 
1) Form the copied resistor as a thin film.  
2) Generate each corresponding resistance observed at each 

observation point. These points are located on one 
terminal of the samples. 

 

 
Fig. 15. Resistant reproducing method. 

 

 

 
Fig. 16. Infrared paths (left) and counterfeiting method (right). 

 

 
Fig. 17. Inflection, transmission, and reflection at the surface of a particle. 

 
Hence, it is difficult to counterfeit samples with the same 

electrical resistance. 
Next, we consider the infrared light images. Each sample 

and camera was positioned so that the images were shot along 
the z-axis. The intensity of the infrared light emission has a 
relationship with the density of the particles, and a higher 
density leads to stronger infrared light emission. In addition, 
there are three possible light paths for the infrared light 
emitted from the glass phosphor particle (see Fig. 16, left). 
One is the path directly from the center of particle, the second 
one is the path after inflection at the particle’s boundary, and 
the last one is the path that does not come out of the particle 
because of repeated reflection at the particle’s boundary.  

It seems that the sample might be counterfeited if 
counterfeiters could gather particles with direct light paths, as 
shown in Fig. 16, left (1) and accumulate them on the z-axis 
as in Fig. 16, right. However, as shown in Fig. 17, infrared 
light emitted out of glass phosphor particle A might have 
reflection, inflection, and transmission at particle B’s 
boundary, so it is hence quite difficult to emit infrared light 
only along the z-axis as intended by counterfeiters (in fact, 
counterfeiting is quite difficult as the shape of the particles is 
not spherical). Hence, we conclude that it is difficult to 
counterfeit samples with the same infrared light images 
because of the above considerations. 

C. How to Implement Thin Film to Synthetic Resin 
Products 
Samples made in the experiments are thin film and have 

flexibility, so we consider that it can heighten the difficulty of 
counterfeiting when they are implemented inside of valuable 
cards shown in Table II. 

In concrete, as shown in Fig. 18, we came up with the idea 
of sandwiching thin film between two types of 
non-conductive synthetic resin: type 1 has infrared light 
transmission function and type 2 has infrared light absorption 
feature (Hence, infrared cameras can capture the infrared 
light emitted only from glass phosphor particles). Next, 
terminals located in both side of thin film are exposed on the 
surface of the card and covered by hard metal (Hence, 
damages of thin film are prevented when probes are 
touched). 

By using these techniques, infrared light images can be 
obtained to shoot the part of the card consists of synthetic 
resin with infrared transmission feature while irradiating the 
light to the surface of the card. Resistance value is also 
extracted by touching probes to metal terminals. In the near 
future, authors will make prototype of cards and extract 
feature information from them by using above method. 

 

 
Fig. 18. Incorporation of this film into valuable cards. 

 

 
Fig. 19. Eddy current measuring method and its electrical circuit (outline). 

 

D. Non-contact Measurement of Feature Information 
(Electric Characteristic) 
In general, probes are used to measure electrical resistance 

of samples and there are two types of methods of using 
probes (two-terminals and four-terminals measuring method). 
On the other hand, in order to measure the surface resistivity 
(sheet resistance) of silicon’s and semi-conductor’s thin film, 
there is a method not to touch any probes to the samples (it is 
called eddy current measuring method). In this method, as 
shown in Fig. 19, sample is set between the gap of the probe. 
Measuring procedure of the surface resistivity is shown 
below: 

 (1) Generate magnetic flux by adding high frequency 
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between the probe.  
(2) Eddy current occurs in the sample when sample is 

inserted between the gap of the probe. At this time, electrical 
power loss occurs as the current is consumed in the sample. 
The current in the circuit is also decreased in proportion to 
the above loss.  

(3) As decreased current value is inversely proportional to 
the sample’s resistance, surface resistivity is calculated by 
using these values and the thickness of the sample. 

Glass phosphor particles are distributed spontaneously and 
randomly in each sample and its amount is also different. 
Hence, we can obtain the surface resistivity as feature 
information with contactless if each sample has equable 
thickness. In the near future, authors measure the sample’s 
surface resistivity by using eddy current measuring method 
and confirm the difference of extracted information. 

 

VI. CONCLUSION 
In this paper, we proposed multimodal artifact metrics in 

order to authenticate an artifact with high accuracy and 
heighten the difficulty of counterfeiting. This technique is 
based on the multimodal identification in biometrics. This 
method can embed two or more information features 
generated from two or more physical characteristics into an 
artifact and verify the authenticity of each artifact using the 
extracted information. 

We focused on synthetic resin products as the artifacts for 
the application of multimodal artifact metrics. There are two 
types of synthetic resins, and in this paper, we used 
conductive synthetic resin (conductive polymer) and made 
samples by adding filler consisting of glass phosphor powder 
with optical characteristics. The result of our experiments 
shows that the two information features (electric resistance 
and infrared light image) extracted from each sample were 
different. This result indicates that our proposed method 
works well. In the near future, we will make prototype of 
cards described in Section V.C and extract feature 
information with contactless explained in Section V.D in 
order to enhance/improve the multimodal artifact metrics. 
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