
  

 

Abstract—Increased customer expectations towards product 

individuality require companies to build up capabilities for the 

production of personalized products. This capability can be 

enabled by leveraging cyber-physical production systems. This 

paper aims at exploring the design and implementation of an 

architecture for a cyber-physical production system for the 

specific case of manufacturing personalized skin care products. 

The most important requirement identified for this case is 

flexibility. Skin care products and its ingredients vary 

according to market and customer segment which has a strong 

impact on all components involved in the manufacturing 

process. Analysis of the manufacturing task sequence identified 

the need of cyber components in the cloud and on devices. The 

proposed solution is a microservices architecture with five 

sub-systems, skin measurement, elicitation, formulation, 

mini-factory and management that can be changed in a flexible 

way. The architecture has been implemented and confirmed in 

a demonstration scenario. 

 

Index Terms—Cyber-physical production system, 

manufacturing services, cloud manufacturing, service-oriented 

architecture. 

 

I. INTRODUCTION 

Since the 1990’s customer expectations trend towards 

more individual products that meet their need while at the 

same time products should still be readily available at a price 

of mass products. This poses a complexity problem towards 

manufacturing companies as manufacturing capability has to 

be very flexible and economical at the same time [1]. 

Technologies of “Industrie 4.0” and more specifically of 

cyber-physical systems promise to be an enabler for 

addressing this challenge [2], [3]. 

In a Cyber-Physical System (CPS), computational entities 

are communicating intensively with the surrounding physical 

world and its ongoing processes. At the same time, they 

provide and use data-accessing and data-processing services 

available on the internet. Using these functionalities and 

capabilities allows the creation of Cyber-Physical Production 

Systems (CPPS) that incorporate multiple independent, 

sub-systems that are contextually interconnected across all 

levels of production from machine to processes and logistics 

[4].  
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In this way, CPPS allow to build the required flexible 

production capability for manufacturing personalized 

products as long as the needed physical material 

manipulation capability is available in a sub-system.  

Though the architecture of CPPS is a subject of discussion 

in literature [5]-[7] there is a shortage of proof of concepts for 

successfully creating a CPPS in manufacturing of 

personalized products. However, one specific example is the 

“myJoghurt” demonstrator for the creation of a customized 

yoghurt. For this demonstrator, a multi-agent approach is 

taken to create a network of CPPS embodying different 

production capabilities (yoghurt manufacturing, enriching, 

dosing and packaging) [8]. This approach is in particular 

interesting for dynamically routing between different 

production equipment. Another promising approach, 

Service-Oriented Architecture (SOA), enables flexible and 

adaptable systems through loose coupling[9] but has not been 

the focus as a suitable architecture paradigm for a 

personalized product CPPS yet. The goal of this paper is to 

explore the design and implementation of a CPPS for 

personalized product using SOA by a real project case: the 

manufacturing of personalized cosmetics.  

The paper is structured as following. First, the background 

of the project for which the CPPS was implemented is 

explained. In the sub-sequent chapter, key requirements are 

discussed. The following chapter describes the design of the 

prototype with a particular focus on the conceptual 

architecture. The implementation of the SOA for the 

prototype is described in the following section. Findings 

concerning the suitability of the applied architecture and 

implementation that have been observed during 

implementation and demonstration of the prototype are 

explained in the following sub-chapter. A summary of the 

main points and directions for future research conclude the 

paper.  

 

II. PROJECT BACKGROUND 

The CPPS prototype was developed as a part of the EU 

funded project “Superflex” which is part of the seventh 

framework program. The project is a multidisciplinary 

project involving 12 partners from different countries. The 

goal of the “Superflex” project was to develop a personalized 

skin care product and the according manufacturing facility. In 

state-of-the-art skin care and cosmetics manufacturing mass 

products are produced at a central manufacturing plant. By 

contrast, the approach of the “Superflex” project is to 

manufacture an individual skin care product that fits to the 

specific characteristics of the customer’s skin and to the 
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customer’s likes. In order to entice the customer for 

purchases and to be able to compete with off-the shelf 

products the product will be manufactured on demand 

directly at the point-of-sale within minutes. 

The process required for manufacturing the personalized 

skin care product involves the following task sequence (see 

also Fig. 1): 

 

 
Fig. 1. Task sequence for manufacturing a personalized cream. 

 

1) Measurement of customer skin type: In order to tailor 

the cream to individual skin characteristics different 

measurements of the skin are taken. In order to ensure a 

minimum time span for the whole manufacturing process the 

measurements include only biophysical measurements such 

as the fat content of the skin (sebumetry) or the skin hydration 

level (corneometry), that can be measured in a few seconds.  

2) Elicitation of customer condition and likes: The 

customer’s personal condition, including skin disease and 

allergies play also a vital role for generating an individual 

skin crème formula. In addition, the customer’s likes with 

respect to the scent and consistency are also important. Both 

information needs to be elicited from the customer. 

3) Generation of personalized formula: Information from 

task 1 and 2 represents the key input for creating a 

personalized skin care formula. This formula includes a list 

of ingredients with associated quantity percentages. 

4) Manufacturing of the personalized cream: Ingredients 

need to be dosed according to the formula generated as result 

of the former task. All ingredients are mixed in order to create 

a homogenous mixture. The mixture is dosed into the 

container for the customer. Finally, the ingredients label is 

printed on the container and the container is released for 

handing it over to the customer.  

The “Superflex” project and its goal of manufacturing 

personalized skin care were a suitable candidate for exploring 

the design of a CPPS in personalized product manufacturing. 

The challenge which CPPS promises to solve [10], the 

seamless integration of different processes at different levels,  

exists in multiple instances in the previously described task 

sequence. For example, the customer and his or her personal 

information needs to be integrated with the formulation 

activity and the results of the formulation activity need to be 

integrated with the actual manufacturing activity.  

The focus of this paper lies on designing and developing 

the manufacturing facility as a CPPS and, more particular, on 

the design and development of the cyber part of the system. 

 

III. REQUIREMENTS FOR THE CPPS 

In the “Superflex” project the development of the CPPS 

was carried out by six project partners. Three project partners 

where responsible for the development of the cyber 

components and three project partners were responsible for 

the construction of the physical components. For ensuring a 

potential economic feasibility and market acceptance the 

manufacturing facility potential key requirements were 

discussed by all partners involved in CPPS development. 

These requirements had to be considered for the design of the 

CPPS and are listed in Table I for an overview and are further 

explained in the following. 

 
TABLE I: KEY REQUIREMENTS 

# Requirement 

REQ1 High automation degree 

REQ2 Flexibility in the manufacturing process 

REQ3 Remote management and maintenance 

REQ4 Process traceability 

 

With respect to economic feasibility and regulatory 

compliance the CPPS requires a high degree of automation 

(REQ1). A high degree of automation allows to minimize the 

costs associated with manufacturing the cream. Tasks 

manually executed by humans are typically more expensive 

than automated ones. Product quality and assurance required 

for regulatory compliance is also facilitated with an 

automated process. The manufacturing process can be 

consistently repeated in the same manner and information for 

documentation can be easily gathered from control entities.   

The market for cosmetics skin care is very diverse. It 

includes several market segments with different target groups 

(e.g. anti-aging segment, day care segments). As it is not 

obvious which market segment will be most appealing, it is of 

utmost importance that the CPPS components can be flexibly 

adapted (REQ2). Depending on the actual product in all of 

the task sequence described in the previous section changes 

can be required to address a specific market segment. For 

example, anti-aging skin care requires different ingredients 

than a body lotion for daily use. This in turn means that the 

measurements that characterize the customer’s skin are also 

different. 

The CPPS also needs to be designed for a simple 

maintenance (REQ3). With the production at the 

point-of-sale it is not economically viable to supervise the 

manufacturing process by a dedicated expert on-site. Hence, 

monitoring and changing configuration settings must be 

possible from remote.  

Lastly, the cyber-physical production system needs 

traceability in the whole manufacturing process (REQ4). 

This is on the one hand required to fulfill regulatory purposes 

(in particular good manufacturing practices) and on the other 

hand it allows continuously improving the system capability 

for creating customized skin care. This is especially 

interesting when a customer is measured multiple times and 

skin condition varies.  

Each of these requirements must be considered for the 
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design and the implementation of the CPPS. The design of 

the CPPS prototype and in particular its cyber part is 

described in the following section. 

 

IV. CPPS PROTOTYPE DESIGN 

In CPPS computational entities interact with the physical 

world and at the same time consume and provide information 

services on the internet. Thus, before an architectural design 

was established first, the task sequence needed to be analyzed 

with respect to the required components in general and more 

specifically with their embodiments as physical components 

or cyber components. Independent from the previously 

described requirements the result of this analysis allows to 

identify the required cyber and physical building blocks for 

the CPPS (described in section A). The result of this analysis 

was then used for constructing a conceptual SOA architecture 

that arranges the required functionality to specific, 

self-contained sub-systems with a specific purpose 

(described in section B). The prototype design concluded 

with a definition of the interaction between the different 

sub-systems (described in section C).  

A. Cyber Components and Physical Components 

Components of a cyber-physical system comprise a 

physical part that interacts with the physical environment 

with sensors and actuators and a cyber part that manages, 

enhances and connects the physical part to the cyber world 

[11]. The analysis of the personalized skin care 

manufacturing task sequence can be found in Table II and is 

further explained in the following. The task sequence starts 

with the measurement of several biophysical measurements. 

This component requires a physical component for the 

measurements through special skin sensors but also a cyber 

component for allowing the measurements to be further used 

in the process.  

 
TABLE II: CYBER COMPONENTS AND PHYSICAL COMPONENTS 

Step Type Component description 

1. Skin 

Measurement 

Physical Skin sensors 

Cyber  Cyber connectivity 

2. Customer 

Elicitation 

Cyber Customer taste/condition input 

Physical Presentation of user interface 

3. Formula 

Generation 
Cyber Individual formula generation 

4. Manufacturing 

Process 

Physical 
Sensors/Actors for dosing and 

mixing 

Cyber 
Hardware Control and cyber 

connectivity 

 

In the second task of the sequence the customer’s taste and 

likes as well as certain health conditions are elicited. The 

main part of this component is a cyber component. However, 

this interaction also requires a physical component that 

represents the user interface to the customer. 

The third step requires only a cyber component. The step 

of generating a customer-specific skin care formulation is a 

pure calculation step. Inputs from skin measurement and 

customer taste and condition input is translated into an 

individual formula.  

The last step in the task sequence involves the 

manufacturing of the personalized cream. This requires 

several physical actions (e.g. dosing and mixing) that can 

only be represented by physical components. However, there 

also has to be a cyber part for controlling the hardware 

components and connecting the physical components to other 

cyber components required in the process. 

B. Conceptual Architecture 

The previously described cyber and physical building 

blocks need to be arranged into a structure, the conceptual 

architecture, that guides the implementation. A CPPS can be 

viewed as a “system of heterogeneous” systems[12] in which 

multiple sub-systems with a specific purpose continuously 

interact to fulfill a common goal. This notion fits very well to 

the concept of SOA in which a system is built of several 

loosely coupled building blocks that provide an encapsulated, 

specific functionality as a defined service [13]. Each 

sub-system in this CPPS can be viewed as a service. Based on 

these ideas a conceptual architecture consisting of multiple 

sub-systems, each with a specific purpose and functionality, 

was constructed for the overall personalized skin-care CPPS. 

This conceptual architecture is visualized in Fig. 2. Each 

sub-system consists of components derived from the building 

blocks. These components can be either of physical or cyber 

type. Cyber components are further differentiated as cyber in 

cloud and cyber on device components. The former 

represents a software which is worldwide available via the 

internet, enabling remote maintenance and monitoring 

(addresses REQ4), and the latter represents a software that is 

located on a physical device for connecting physical 

components to cyber components in the cloud. 
 

 
Fig. 2. CPPS conceptual architecture. 

 

The skin measurement sub-system consists of the physical 

measurement device, which allows measuring biophysical 

characteristics such as sebumetry. It also includes a 

connectivity interface, a cyber component on device that is 

able to read these measurements from the physical sensors 

and a cyber in cloud component that is able to provide these 

measurements to other sub-systems. Encapsulating the skin 

measurement in an independent sub-system that can be 

interacted with through a defined interface addresses REQ2. 

In this way, it is possible to exchange the specific instance of 

the measurement device with another one. 

The elicitation sub-system includes a guiding user 

interface (cyber in cloud) that guides the user through the 

measurement process. This user interface is displayed on a 

physical device e.g. a tablet or computer. A connectivity 

interface (cyber in cloud) is also part of this sub-system. This 

component enables the communication with other cyber in 

cloud components. 
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In order to address REQ1 the formulation sub-system 

consists of an automated decision support component (cyber 

in cloud) that is capable of generating formulations without a 

skin-care cream expert. The sub-system includes also an 

interface component (cyber in cloud) which enables the 

interaction with other cyber components and facilitates the 

interchange with alternative component implementations 

(addresses REQ2). 

The mini-factory sub-systems involves a cyber in cloud 

component for abstracting the physical production process, 

the recipe generator. This component allows the generation 

of machine-specific recipes that consist of commands for the 

physical production hardware, the mini-factory machine. 

Units for mixing, dosing and labeling are part of this 

mini-factory machine. It can communicate with cyber 

components through a connectivity interface (cyber on 

device). The entire subsystem can interact with other cyber 

components through the connectivity interface (cyber in 

cloud) (addresses REQ2). 

The CPPS can only fulfill its overall purpose if the 

individual sub-systems cooperate. Enabling the cooperation 

between all sub-systems is the purpose of the management 

sub-system. The management sub-system is only consisting 

of cyber in cloud components as it interacts with physical 

components only through other sub-systems via the 

connectivity interface. This interaction has to be performed 

automatically (REQ1). To meet this requirement the 

sub-system includes a workflow modelling component that 

allows modelling the workflow of the interaction process 

between the sub-systems, and a workflow execution 

component that is able to execute a workflow. This is why 

this sub-system must be able to invoke other components 

automatically when the next task is required. Including a 

workflow-based interaction also addresses REQ2 as it 

facilitates changing the manufacturing process by enabling 

the exchange of sub-system in the workflow model. 

Interaction occurring on a workflow can also be tracked in a 

simple way since the management sub-system is aware of all 

requests and responses occurring in a particular workflow 

(addresses REQ4).  

C. Overall System Interaction 

For achieving the common goal of manufacturing a 

personalized skin care product the previously described 

sub-systems interact to fulfill objectives contributing to this 

goal. The design of sub-system interactions is visualized in a 

sequence diagram in Fig. 3.  

Considering a scenario in which a personal skin care 

product is created and manufactured for a new customer, the 

elicitation sub-system is the starting point for this process. 

This sub-system provides a user interface that guides the 

customer or a cosmetic through the process of collecting all 

information required for personalizing the skin care product. 

The first interaction between two systems occurs between the 

elicitation sub-system and the management sub-system in 

which basic customer data (name, address, gender, and 

birthdate) are transmitted to the management sub-system 

(acting as service consumer) and a customer is created as 

persistent object. In the further process customer likes and 

tastes with respect to scent and texture, health conditions and 

allergies are collected through the elicitation. The second 

interaction occurs between skin measurement sub-system 

acting as service provider and elicitation sub-system acting as 

service consumer. In this interaction, the measurement 

sub-system transmits data from skin measurement to the 

elicitation sub-system in which this data is associated with 

the currently active customer. Once the customer or the 

cosmetic consultant has collected all elicitation and skin 

measurement data the third interaction can take place. In this 

interaction between elicitation sub-system (acting as service 

consumer) and management sub-system (acting as service 

provider) elicitation and skin measurement data is 

transmitted to the management sub-system, associated to the 

corresponding customer object and stored persistently. This 

acts as a trigger for the interaction between the management 

sub-system acting as service provider and formulation 

sub-system acting as service consumer (fourth interaction). 

From this point on all interactions are triggered without the 

action of a user. In the fourth interaction, all information 

required for generating a personalized skin care formula, 

health condition information, allergy information, skin 

measurements and customer likes and tastes are transmitted 

to the formula sub-system. The generated formula is then 

responded back to the management sub-system which 

associates the formula to the customer and stores this 

information permanently. This response acts as a trigger for 

the next interaction (fifth interaction), the interaction between 

management sub-system acting as service consumer and 

mini-factory sub-system acting as service provider. The 

formula is transmitted to the mini-factory sub-system in 

which the recipe generator generates instructions required for 

the manufacturing process of the personalized skin care 

product. This includes the label information and mixing and 

dosing recipe. This information is responded back to the 

management-subsystem which persistently stores this 

information associated to the customer object. The sixth and 

final interaction occurs again between management 

sub-system and mini-factory sub-system. All label and recipe 

data is transmitted to the mini-factory sub-system. The 

mini-factory starts the physical production of the product. 

After process completion, it communicates process outcome 

(OK or NOK) back to the management sub-system. 
 

 
Fig. 3. Interaction flow between sub-systems. 

 

V. PROTOTYPE IMPLEMENTATION 

Each of the five sub-systems in the previously described 

sub-systems could be implemented as self-contained services 

forming a SOA architecture. In the original SOA variant, 
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these services would be integrated over a network relying on 

extensive standardized service description and 

communication protocols, and typically employing a 

sophisticated enterprise service bus as a middleware [9], [13]. 

However, in the past few years a much more lightweight 

approach using simple REST like protocols has emerged as a 

new SOA style allowing a much less complex 

implementation. This SOA variant is referred to with the term 

microservices architecture [14]. In this approach, a service is 

organized around a business capability which is developed by 

small cross-functional teams responsible for the entire 

service stack, including business logic, persistence, 

integration and user interface. The teams are not only 

responsible for development but also for testing and partly 

also for support. In a microservices architecture 

heterogeneity of technology is favored. Instead of enforcing a 

standard, the freedom of choice allows to use the right 

language/framework for the right job[15]. The advantages of 

the microservices approach is very favorable to the CPPS 

development within the “Superflex project”. Multiple teams 

from different project partners had to develop components 

with very specific business problems (sensors integration, 

machine control, decision logic, human-machine interfaces). 

Thus, the “microservices style” SOA was chosen for the 

implementation of the CPPS prototype. To follow this 

approach, the conceptual architecture consisting of service 

sub-systems was further broken down to smaller 

microservices. The resulting microservices architecture is 

presented in Fig. 4. In the following section the 

implementation of each sub-system’s microservices and the 

underlying platform are explained in detail. 
 

 
Fig. 4. Prototype implementation. 

 

A. Cloud Platform 

For an economic success of the personalized skin care 

product, production facilities must scale well. Hence, it 

should be possible to ramp-up and operate multiple CPPS 

instances at several distributed locations. This can be enabled 

through an effective and secure cloud platform. For the 

prototype Fraunhofer IPA’s manufacturing focused Virtual 

Fort Knox is used [16]. The platform’s 

Infrastructure-as-a-Service is applied for hosting all cyber 

in-cloud components of the CPPS. All cyber components on 

the platform are encapsulated in a discrete network segment 

that can be only accessed from outside through a virtual 

private network.  

Communication between microservices on the platform is 

realized through the smart endpoints pattern. In this pattern, 

the communication “pipe” (the simple HTTP connection over 

IP network in this case) does not have information about 

which endpoints to use for an interaction nor does it apply 

any transformation between data formats [15]. All these 

functionalities are encapsulated in the microservices, this is 

why these are referred to as smart endpoints. 

B. Skin Measurement sub-System 

The skin measurement sub-system is broken down into a 

service provider and a service consumer. The responsibility 

of the service provider is to provide a mechanism for 

distributing skin measurements to other sub-systems. The 

service provider is implemented as a lean REST web service 

using the python flask framework offering a simple interface 

for publishing measurements through a POST method and 

retrieving measurements through a GET method. 

Measurements are retrieved by the elicitation sub-system 

acting as a service consumer and published by the service 

consumer within the skin measurement sub-system. This 

service consumer consists of a standard skin measurement 

device available on the market, that allows sebumetry, 

corneometry and cutometry (measuring skin elasticity), and a 

connectivity interface, running on a computing stick, that 

enables integration with the service provider. The skin 

measurement device is controlled by an embedded controller 

that can be interfaced via a serial over USB connection. The 

connectivity interface was implemented in C# leveraging 

existing connectivity libraries provided by the device 

manufacturer. This interface represents a REST client that 

publishes each measurement right after measurement 

completion to the measurement distribution microservice.   

C. Elicitation sub-System 

The elicitation sub-system represents a service consumer 

in the microservices architecture. The sub-system consists of 

a single web application that was implemented using the Java 

vaadin framework. The application guides the user through 

the process of creating all relevant data for manufacturing a 

personalized skin care cream including skin measurements 

and personal preferences and also personal details. The 

elicitation sub-system has “wizard style” user interface 

guiding the user step by step through the process. It begins 

with collecting personal details of the customer. This 

information is used later on in the process for formula 

generation and for labeling. The collected details are 

transmitted to the management-sub system through the REST 

interface using a POST method. In a next step, the user is 

guided through taking the skin measurements. After the 

completion of each measurement the elicitation web 

application consumes the measurement distribution 

microservice by retrieving the measured value. The next step 

in the wizard is a questionnaire regarding customer health 

condition that is presented to the user (see also example 

screenshot in Fig. 5). The questionnaire is created 

dynamically based on question and answer choices that are 

retrieved from the management sub-system by a GET request 

through. Finally, all measurement data and answers to the 

questionnaire are transmitted on completion of all wizard 
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steps through a POST method to the management 

sub-system. 

D. Formulation sub-System 

The formulation sub-system represents a service provider. 

It consists of one microservice that was implemented using 

the R programming language. The microservice provides a 

REST interface which is used by the management sub-system 

to invoke it the process. This happens through a POST 

request that includes the customer’s answers provided in the 

questionnaire and the skin measurement data. The system 

uses a random forest algorithm for selecting ingredient 

quantities. It was trained using study data from separate study 

of customer health conditions.  

E. Mini-Factory sub-System 

The mini-factory sub-system includes three microservices: 

the recipe generator, the mini-factory connector and the 

mini-factory itself. The mini-factory is a machine that was 

specifically build for the purpose of mixing and dosing skin 

care products from more than 40 ingredients. For label 

printing and application, a standard label printer has been 

integrated to the machine. The machine is controlled using a 

Beckhoff PLC. A generic control program that allows 

controlling the activation time of pumps dynamically 

according to the required amount of ingredients has been 

implemented. This capability is published as web service 

using the OPC/UA server that is provided by Beckhoff.  

 

 
Fig. 5. Elicitation GUI showing a part of the questionnaire. 

 

 
Fig. 6. Workflow modelling GUI. 

 

In order to facilitate the integration with the management 

sub-system, another web service, the mini-factory connector, 

is implemented as REST web service using the java spring 

framework. The web service can be consumed by a POST 

request that includes a valid production recipe. If this 

happens the web service forwards the recipe to the 

mini-factory using a OPC/UA client based on the eclipse 

milo project
1
. If the recipe transmission was successful the 

web service sends a message for starting the production 

process to the mini-factory. In case this procedure was 

successful a positive execution status is returned to the 

management sub-system. The task of the third microservice, 

the recipe generator, is to create a valid production recipe 

based on the result of the formulation sub-system. This 

microservice is implemented as a REST web service using 

 
1 https://projects.eclipse.org/projects/iot.milo 

the java spring framework. It can be consumed through a 

POST method that includes the formula. Based on the 

relative ingredient percentage determined by the formulation 

sub-system the microservice calculates the required pump 

activation times for each ingredient for a defined dosing size 

of the skin care product. For ensuring the correct labeling the 

recipe generator also resolves the commercial ingredient 

names used by the formulation sub-system according to the 

International Nomenclature of Cosmetic Ingredients. Both 

information is required for a valid production recipe and is 

returned to the management sub-system after successful 

completion of the request. 

F. Management sub-System 

The management sub-system was implemented as a fork of 

a lean manufacturing execution system (Xetics Lean MES). 

Instead of tracking different manufacturing steps and 
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triggering production equipment the system was modified to 

invoke microservices and to track the values that it receives 

from consuming this service. For the interaction with the 

elicitation sub-system REST interfaces were implemented to 

allow the creation of a customer and to provide questionnaire 

information. The invocation of other microservices required 

the implementation of specific REST clients that allowed 

parsing the service responses. The workflow describing the 

invocation of different microservices can be modelled 

graphically by connecting these as individual steps. The 

modelling GUI is visualized in Fig. 6.  

 

VI. FINDINGS 

Development and design was carried out within two years. 

The implemented CPPS prototype was used for creating 30 

personalized skin care products in a test phase with customers. 

During design, development and preparation of the test 

several observations concerning the microservice 

architecture and its implementation have been made which 

can be beneficial for implementations of CPPS for 

personalized products but also for standard products.  

A. Memory Consumption 

The implementation of the CPPS based on a microservice 

architecture results for many of the implemented services, in 

particular recipe generation, measurement distribution and 

mini-factory connector, in a memory consumption that is 

used to more than 80% for the infrastructure code. The use of 

framework facilitates the creation of web services 

significantly but also means that the included web service 

components (e.g. the web server) require a disproportionate 

memory footprint if the actual business logic is rather simple. 

However, considering the great advantages of the 

architecture, flexibility and loose coupling, freedom of 

choice in framework and programming language, this 

disadvantage is outweighed. It can be even further alleviated 

if the used web services frameworks are configured 

according to the specific production requirements resulting in 

a lower memory consumption.  

B. OPC/UA Recipe Command Pattern 

The introduction of the recipe generator service aims at 

introducing flexibility in the manufacturing process. 

Therefore, it would be ideal if the manufacturing process 

could be broken down and transmitted in a single command 

for the PLC controller that are executed one command after 

another. However, current implementation of OPC/UA 

servers do not yet implement OPC/UA programs that enable 

this kind of pattern. The implementation of this standard will 

simplify defining the behavior of a physical process by 

software which will be very beneficial for the design of future 

CPPS. 

C. Naming Conventions 

Loose coupling as envisioned by the implemented 

microservices architecture enabled the project partners to 

individually develop the sub-systems and its components 

with their technology of choice. However, since in contrast to 

traditional SOA no defined service descriptions are being 

used, adhering to conventions is crucial. For example, in case 

of the implemented CPPS prototype, ingredients are used in 

multiple components, namely formulation generation and 

recipe generation. To ensure that the recipe generator can 

work with the information provided by the formulation 

sub-system it was important to define and to adhere to an 

ingredient naming scheme. The interfaces of the 

microservices only provide or expect an ingredient list, the 

definition of valid entries is not part of these services. CPPS 

based on a microservice architecture should introduce a 

common naming standard early in the development process. 

D. Integration Tests 

The merit of the described system architecture is flexibility. 

Individual components and the overall process can be easily 

changed and each microservice can be implemented with the 

most appropriate language and framework suitable for the 

specific problem. However, this merit also comes at a cost. 

Many integration tests need to be performed. These tests need 

to be performed bilaterally between two microservices and 

also for the whole process to ensure that no unwanted 

side-effects occur. In case of the CPPS prototype this was 

exacerbated on the one hand by the fact that the 

implementation details of the process were not stable (e.g. the 

number of measurements changed). On the other hand, 

physical processes are involved (e.g. skin measurement and 

dosing of the mixture). Testing these is usually much more 

time-consuming than pure software tests. Hence, when using 

a microservices architecture for building a CPPS it is of great 

importance to schedule enough time for performing 

integration tests. 

 

VII. CONCLUSION 

The continuing trend of customers’ demand for 

individualized products requires a suitable design for the 

development of production facilities that can be flexibly 

adapted to manufacture personalized products in a 

high-quality and economic fashion. The notion of CPPS, in 

which physical components interact with software 

components on the cloud that can be dynamically exchanged 

and altered, has great potential for manufacturing 

personalized products. As demonstrated for the case of 

manufacturing a personalized skin care product, it is possible 

to implement a CPPS for personalized products based on a 

SOA. For the prototype, the specific SOA variant of a 

microservices architecture has been successfully applied. The 

structure of the architecture could be developed analyzing the 

necessary steps with respect to the required cyber and 

physical components. This could be further structured by 

applying the microservices concept in which holistically 

created, self-contained systems interact to achieve an overall 

goal. The designed architecture consisting of microservices 

that form five sub-systems, elicitation sub-system, 

measurement sub-system, formulation sub-system, 

mini-factory and management sub-system could be 

implemented using heterogeneous fit for purpose 

technologies. The prototype and hence also the architectural 

design could be demonstrated in a use case. For the design of 

CPPS based on microservices architecture early defined 

naming conventions and integrations tests are crucial as 

evidenced by the prototype implementation. Overhead of the 

required infrastructure of microservices should be considered 
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if only limited resources exist. With respect to further 

enhance flexibility of CPPS in general and in particular for 

personalized products, future research should address the 

problem of abstracting the physical manufacturing process in 

such a way that it can be defined to a large extent by software. 

A possible approach could be encapsulating actuators and 

sensors as microservices, which can be dynamically 

orchestrated to form a desired production capability. 
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